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Introduction: 

This article is compiled to provide a brief overview of the Cisco ACI. It also briefly 
touched upon the few limitation using the ACI Solution. 

The overall write up is primarily based on Cisco System. 

 

 

Background: 

In today’s internet based knowledge base, we often discover millions of document 
one single subject. This often overwhelm the new reader and eventually fogs 
away the interest on the subject.  

This brief note is an attempt to provide a jump start and wet the feet before 
diving into the pool of knowledge. 

 

 

Disclaimer: 

This is document should be only be used as reference purpose and it doesn’t 
affiliated to any organization. All the trademarks are mentioned in this document, 
should be conceived as reference only. 

This document is absolutely free and published in greater interest of the 
technology professionals like me. 

The author of this document strongly encourage the reader to cross reference the 
content as this document. The content will not be revised with the timeline of 
technological innovations. 

 

Version (Not Edition): 

 2.0  
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1.0: What is Cisco ACI (Application Centric Infrastructure)? 
Cisco ACI is a tightly coupled policy-drive solution that integrates software and 
hardware. 

1.1: What is a Fabric? 
In simple term of Networking, FABRIC represents a group of “device”. 

1.2: What is Cisco ACI Fabric? 
In the Leaf-Spine of ACI Fabric, Cisco is provisioning a native Layer 3 fabric that 
supports equal-cost-multipath (ECMP) routing between any two endpoints.  

It uses overlay protocols, such as VXLAN (Virtual Extensible Local Area Network) 
that enables the workload to exist anywhere. 

1.3: What is SDN? Is Cisco ACI is a SDN? 
The SDN (Software Defined Network) is an umbrella that encompasses several 
network technology aimed to make the infrastructure agile and flexible. 

The Cisco ACI is considered as an SDN as ACI application allows to define the 
network infrastructure. 

1.4: What is a SDN Controller?  
A SDN Controller is an application within Software Defined Networking 
environment that manages flow control to enable intelligent networking.  

The SDN controller primarily uses protocols like OpenFlow, which allows servers 
to tell switches where to send the packets. 

For example: OpenDaylight 

1.5: What is OpenFlow?  
The OpenFlow is a programmable network protocol designed to manage and 
direct traffic for router, switches and other networking devices. 

1.6: Is OpenFlow and NetFlow is same?  
No, both are completely different. NetFlow, is uses to capture the packet, where 
OpenFlow is used for directing the packet. 

1.7: What is OpenStack?  
The OpenStack is an open source application that enable user to automate and 
orchestrate Cloud. 
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1.8: What is OpenDaylight? Does CISCO has any flavor of 
OpenDaylight? 
The OpenDaylight is an open source SDN controller. 

Yes, Cisco does have a version of OpenDaylight for commercial purpose. 

1.9: What is Data Plane and the Control Plane?  
In simple terms: 

Data Plane: The exchange of data is done via Data Plane. Like: FTP, Email etc. 

Control Plane: Communication between Switches (other device) is done via 
control plane. Like: STP, vPC, OSPF, BGP etc. 

1.10: What are main components of Cisco ACI?  
In overall the ACI is laid out like this below. 

-Cisco ACI 

 -Tenant 

  -Context (vrf) 

   -BD: Bridge Domain (L2 or L3 or VLAN) 

    -Subnet (IP Segment) 

Apart from above, we also have 

-Filters || -Contract || -Attached Entity Profiles (AEP)  
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2.0: How to configure AEP (Attached Entity Profile)? 
Step 1   Create a VLAN domain and assign VLAN ranges:  

 
Example: 

apic1(config)# vlan-domain domP 

apic1(config-vlan)# vlan 10 

apic1(config-vlan)# vlan 25 

apic1(config-vlan)# vlan 50-60 

apic1(config-vlan)# exit 

Step 2   Create an interface policy group and assign a VLAN domain to 
the policy group:  
 
Example: 

apic1(config)# template policy-group PortGroup 

apic1(config-pol-grp-if)# vlan-domain member domP 
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Step 3   Create a leaf interface profile, assign an interface policy group 
to the profile, and  assign the interface IDs on which the 
profile will be applied:  
 
Example: 

apic1(config)# leaf-interface-profile InterfaceProfile1 

apic1(config-leaf-if-profile)# leaf-interface-group range 

apic1(config-leaf-if-group)# policy-group PortGroup     

apic1(config-leaf-if-group)# interface ethernet 1/11-13 

apic1(config-leaf-if-profile)# exit 

 

 

Step 4   Create a leaf profile, assign the leaf interface profile to the leaf 
profile, and  assign the leaf IDs on which the profile will be 
applied:  
 
Example: 

apic1(config)# leaf-profile SwitchProfile-1019           

apic1(config-leaf-profile)# leaf-interface-profile 
InterfaceProfile1  

apic1(config-leaf-profile)# leaf-group range                          

apic1(config-leaf-group)# leaf 1019                                 

apic1(config-leaf-group)#  

 

To verify: 

Show vlan-domain 
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For more style: refer link below 

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB
_Creating_AEP_Physical_Domains_VLANS_to_Deploy_an_EPG_on_a_Specific_Por
t.html 

Another thumb-rule: 

 

Source: 
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_
0110.html 

 

  

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Creating_AEP_Physical_Domains_VLANS_to_Deploy_an_EPG_on_a_Specific_Port.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Creating_AEP_Physical_Domains_VLANS_to_Deploy_an_EPG_on_a_Specific_Port.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Creating_AEP_Physical_Domains_VLANS_to_Deploy_an_EPG_on_a_Specific_Port.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_0110.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_0110.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_0110.html
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2.0: What is AEP (Attached Entity Profile) and why we need it? 
 

 

AEP as a conduit that enables the Physical, External and Virtual Domain to 
connect the fabric. 

In order to do this, we leverage the “Access Policies”. In ACI, everything based on 
POLICY. 

2.1: What is ACCESS POLICIES? 

 

The “Access Policies” are used in order to control the parameter (attributes) 
related to the access into the Fabric.  

Source: 
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-
L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_010.ht
ml 

2.2: What is PHYSICAL Domain? 
The Physical Domain is for the non-virtualized servers. Even though it is primarily 
designated for the physical servers, but it still can use the VLAN segment shared 
between Virtualized Server. 

A physical domain acts as the link between the VLAN pool and the Access Entity 
Profile (AEP). The domain also ties the fabric configuration to the tenant 
configuration, as the tenant administrator is the one who associates domains to 
EPGs, while the domains are created under the fabric tab. 

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_010.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_010.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_010.html
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Source: 
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chap
ter_0110.html 

2.3: What is EXTERNAL Bridge Domain? 
A Bridge Domain (BD) is a layer 2 functionality of an IP Segment (i.e. VLAN) 
within a local fabric. Once we extend the BD outside the fabric, we call it as an 
External Bridge Domain. 

2.4: What is EXTERNAL Routed Domain? 
This is part of layer 3 routing domain connecting the outside the local network. 

2.5: What is VMM (Virtual Machine Manager) Domain? 
A VMM domain defines the scope of use of a VLAN name space for the Virtualized 
Server. The VMM often referred as vCenter Domain. 

2.6: What is a Domain in Cisco ACI? 
Domain defines the scope of the IP Segment(s) and associated VLAN. A Domain 
may have one or more VLAN segments /pool. 

Hence a Domain could be a physical or virtual or external (bridged or routed). 

2.7: What is SWITCH Policies? 
The SWITCH Policies is required when we needed to configure vPC domain. This is 
created once and re-purposed for the new devices. 

2.8: What is SWITCH Policy Group? 
The Switch Policy Groups allows leveraging of the existing switch policies for the 
SPANNING Tree and MONITORING Policies. 

2.9: What is SWITCH Profile? 
The Switch Profile allow the selection of one or more leaf switches and associate 
interface profile to configure the port on that specific node. 

The association pushes the configuration to the interface and create a Port 
Channel or vPC. 

2.10: What is INTERFACE Policies? 
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3.0: What is Filters and Contract? 

 

3.1: What meant by Provider (vs) Consumed Contract? 
In order for the two EPGs’ (End Point Group) to communicate, we need a 
contract. The contact fall under two categories: (i) Provider and (ii) Consumed. 

One EPG provides and another EPG consumes. 

 

Asking for a TCP service is called CONSUME and reply is PROVIDED 
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Here is another example: Let start from RIGHT to LEFT.  

a) The Database Server provides the DATA toward the Application Server. 
b) The Application Server CONSUME the data forwarded the processed data 

towards the Web server 
c) The Web Server again CONSUME the process data PROVIDED by the 

Application server. 
d) The Web Server further process the data and forward to the end user for 

the consumption. 
e) Finally the end client CONSUME the data. 
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Lastly, a CONTRACT could be one-way (or) two-way flow, depending on the 
communication needed between the two EPGs. 
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4.0: What is Application Profile? 
 

 

5.0: What is Common Tenant? 
The Common Tenant is preconfigured for defining policies that provides 
common behavior for all the tenants in the fabric. The policies defined within the 
Common Tenant can be used by all the Tenants, if needed. 

5.1: What is INFRA Tenant? 
The INFRA tenant is preconfigured for the configuration related to the fabric 
infrastructure like the CONTEXT and BRIDGE DOMAIN used for the fabric VXLAN 
overlay. 

IMPORTANT:  

a) The EPG defined within the INFRA tenant are allowed to associate with the 
overlay bridge domain. 

b)  The EPG defined under the INFRA tenant are also allowed to communicated 
without any defined CONTRACTS. 

c)  The INFRA tenant is leveraged to extend the (stretched) fabric 
infrastructure outside the systems that support overlay protocol such as 
VXLAN/NcGRE.. 

d) The “default” EPG can be used to configure fabric infrastructure VLAN on 
leaf port that are connected to the hypervisor or the switch supporting 
VXLAN. 
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5.2: What is MGMT Tenant? 
The MGMT Tenant is preconfigured for in-band and out-of-band connectivity 
configuration of host and fabric nodes (lead, spines and controllers). 

5.3: What is ACCESS Policies? 
The ACCESS Policies govern the operation of the INTERFACES that provide 
external access to the fabric. 

5.4: How Fabric Discovery /or Fabric Provisioning is done? 
The APIC’s Startup topology, Auto discovery, Automated configuration and the 
Infrastructure addressing uses the industry standard protocols: IS-IS 
(Intermediate System-to- Intermediate System), LLDP (Link Layer Discovery 
Protocol), and DHCP (Dynamic Host Configuration Protocol). 

5.5: What happens in Startup discovery process? 
The cluster APIC controller provides DHCP, Bootstrap configuration, and Image 
management to the fabric for automated Startup and upgrades. 

5.6: What does ACI “iso” image contains? 
The “iso” image contains (i) the Cisco APIC image, (ii) the Firmware image for 
LEAF switch, (iii) the Firmware image for SPINE switch, (iv) the Default Fabric 
infrastructure policies, and (v) the protocols required for the Operations. 

5.7: Explain APIC Cluster Discovery Process? 
The primary APIC discovers the other APIC within the same cluster using the 
LLDP discovery protocol. 

Each APIC in Cisco ACI uses an internal IP address to communicate with the ACI 
nodes and other APIC using LLDP. 

The APIC maintains an appliance vector (AV), which provides a mapping from an 
APIC ID to an APIC ip address and UUID (Universally Unique ID). 

Initially each APIC start with an AV filled with local ip address and all other APIC 
slots are marked unknown. 

When a switch reboots, the policy elements (PE) on the leaf gets its AV from the 
APIC. The switch later advertises this AV to all its neighbors and reports any 
discrepancies between the local AV and neighbor’s AV to all the APICs in its local 
AV.  
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Using this repetitive process, the APIC learns about the other APIC controller 
through other switches. 

  

  



pg. 17 

 

Additional Stuff: 

How to create Associated Attachable Entity Profile? 

 

 

How to create Access Port Group Policy? 

In Access Port Group Policy, we define the Speed, CDP, LLDP and AAEP. 
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How to define Interface Profile? 

 

 

 

How to define Switch Profile? 

Screen Pending: 

 

 

Source: https://adamraffe.com/2015/01/16/learning-aci-part-6-access-policies/ 

  

https://adamraffe.com/2015/01/16/learning-aci-part-6-access-policies/
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!!= => From NOTES  

Policy – Group of Filters 

Contract = In and Out bound permits 

EPG to Contract ==> Provided Contract 

Contract to EPG ==> Consumed Contract 

Bridge Domain ==> is not a VLAN. It’s a container for the VLAN(s). 

Cloud Orchestration = OpenStack 

SDN Controller = OpenDaylight 
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